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Some of the material on this CD-ROM is quite  The pages start with the most ancient techniques
complicated, particularly in later chapters. used to protect messages from prying eyes. The
first page introduces a form of transposition
cipher, which means that it moves the letters of
the message, creating an anagram.

This section is a collection of pages that are
ideal for junior codebreakers. Just click on the
first page, then follow the red arrow to move
through all 20 pages.

Transposition - Railfence How Freguency Analysis Works

2. Transposition - Latin Square 12 Frequency Analysis Puzzle
3. Transposition - Scytale 13 Digraph Substitution
4. Substitution - Introduction 74 Playfair Cipher
5 Caesar Cipher 15, Homophonic Cipher
6. Caesar Shift Wheel 16, Morse Code
7. Pigpen Cipher 17, Dancing Men Cipher
8 Pigpen Gravestone 18/ Meetthe Enigma Machine

9. Atbash Cipher. 19 Enigma Emulator

10, General Monoalphabetic 20, Codetalkers




Mini Cipher Challenge – Teachers notes

This is a short exercise designed to complement the Enigma presentations I give to senior students and also familiarises students with some of the elements on the CD-ROM. It is suitable for all senior school students, but obviously older or more able pupils will finish it a lot quicker. It isn’t hard, it just involves a bit of concentration! It should take between 40-60 minutes to complete. It might be worth trying out the challenge first yourself to familiarise yourself with the CD-ROM.  

The challenge involves deciphering three messages using the CD-ROM. Each message has been enciphered using a different method of encryption. Deciphering each message will generate a clue to a KEYWORD. After the pupils have all three clues, they should be able to tell you the keyword. 

*WARNING* The keyword is MALTESERS…the children will EXPECT a packet of Maltesers if they are the first to get the keyword!

NAVIGATING THE CD: Each task involves using a different tool on the CD-ROM. To find the areas you need, click on the [image: image2.jpg]


 symbol, which takes you to the main menu. Look for the relevant sections there, or use the search tool in the top left hand corner.

CLUE 1:  Caesar shift. The message can be read in a shift of 9 letters ie when the letter A is coded as the letter J, B as a K etc. However, pupils may not notice this straight away as the letters have been grouped in clusters of 5, rather than in words. The message reads: “The number of letters in the keyword is the same as the number of shifts.” Therefore the first clue is that the keyword has 9 letters.

CLUE 2: Frequency Analysis Puzzle. To choose ‘The Ox and the Frog’, pupils must click on ‘PICK CIPHERTEXT’ from the buttons on the puzzle page. ‘The Ox and the Frog’ is in the middle of the left hand list. Pupils must use frequency analysis to crack the code. The buttons at the bottom of the puzzle page offer mathematical clues as to how the message has been enciphered (frequency of individual letters etc). 

The clue given in the cipher challenge is that the plaintext letter represented by the ciphertext letter ‘Z’ is the first letter of the keyword. The letter Z represents the letter M, and so the pupils will know the keyword begins with M.  

*Warning* Pupils can cheat by clicking on ‘SHOW SOLUTION’. It will give them the answer straight away!

CLUE 3: Enigma Emulator. This is by far the trickiest message to decipher, just because it involves setting the Enigma emulator correctly. Clicking on ‘Show Enigma Wiring’ takes you inside the machine and allows you to set it according to the instruction on the challenge. 

Reflector: This does not have to be changed.

Rotors: Select different rotors by clicking on the arrows to the right of the Roman numerals below each of the three rotors. 

Rotor Setting: Click up and down to generate the correct number setting for rotors (bottom centre of the screen). 

Plugboard settings: These are changed by clicking on the ‘PLUGBOARD SETTINGS’ button on the left of the screen. Typing the correct letter into the pink boxes generates the plugboard arrangement. Close the plugboard window by clicking on the cross in the top right of the window, not by clicking on ‘REMOVE PLUGBOARD’ (this will delete all your hard work!).

Deciphering the message: Unfortunately, the CD often crashes if you try and decipher the message in one go by typing it into the ciphertext or plaintext boxes and then click on ‘decipheR’ or ‘encipheR’. Its safer if you use the mouse to click on the individual letters on the keyboard. The plaintext should appear in the cipher text box. The message reads: ‘The keyword is the name of a type of chocolate’. 

*Warning* If you make a mistake when typing in the message (like missing out a letter), the whole message will not make sense. You have to start again, AND remember to re-set the machine.
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